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- L2k memory/resource leak, null dereference, buffer-overrun &

A tool to detect bugs in Android and iOS apps before they ship

Facebook Infer is a static analysis tool - if you give Infer some Objective-C, Java, or C code, it produces a list of potential bugs. Anyone
can use Infer to intercept critical bugs before they have shipped to people's phones, and help prevent crashes or poor performance.

GET STARTED || TRYINFER IN YOUR BROWSER
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HE =M (modular analysis)

Cil) void foo.(void* p){ V?/:/(aﬂtl)ea(r!(g)sw P
*p =0 p = p-ynext;
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An analyzer as realistic and modular as

. =
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"Infer is an amazing robot suit for static analysis designers....Infer's modular |nferbo in about 5 WeekS? | WOUId not have
analysis engine is a rocket that shoots us to the mesmerizing modular . e .

analysis orbit" believed it". Prof Kwangkeun Yi

From Yi Kwangkeun's report on .his sabbatica! visi.t wit.h the Infer research.fb.com/inferpo-infer-. ..

team@Facebook, and the amazing work he did with his PhD students )

Kihong Heo and Sungkeun Cho & Fof EAsp|

Inferbo: Infer-based buffer overrun
analyzer

FB @ Absint: "[Infer's] extensible abstract interpretation framework is
super-convenient to add a new kind of analysis like Inferbo, and its multi-
lingual front end frees us from worrying about targeting varied source
Inferbo: Infer-based buffer overrun analyzer languages."

This is a report of my experience during a 2-month sabbatical | recently completed
with the Facebook Infer static analysis team in London. During my sabbatical with my

PhD students, we developed Inferbo, a static analyzer to detect C-like... @ Facebook Academics
RESEARCH.FB.COM 22 72 . @
Fote 2 | 29817 A great overview of Inferbo: Infer-based buffer overrun analyze developed

by Facebook visiting professor Professor Kwangkeun Yi, from the Dept. of

4 Lo . . . . . .
OO0 2844, Woosuk Leetd 9| 413 Computer Science and Engineering at Seoul National University.
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char x malloc_wrapper(int n) {
return malloc(n);

}

Memory:
n|-> [s$0, s$1]
ret |-> (offset: [0, O] size: [s$0, s$1])
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void set i(intx arr, int index)({
arr[index] = 0;

}

Memory:
arr |-> (offset: [s$4, s$5], size: [s$6, s$7])
index |-> [s$8, s$9]

Safety Condition:
[s$4 + s$8, s$5 + s$9] < [s$6, s$7]
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char * maximum(int x) {
if (x < 9) return x;
else return 8

}

Memory:
X |-> [s$10, s$11]
ret |-> [Min(8, s$10), 8]
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VOid inte rp rocedu 'a -L ( ) { Summary of malloc_wrapper:
char *arr = malloc wrapper(9); | 7i%d

Dr—— ret |[-> (offset: [0, O], size: [s$0, s$1])
1nt 1,

for (1 = 0; i < 9; i+=1) {
set _i(arr, 1i); // safe
set i(arr, i + 1); // alarm
set _i(arr, maximum(i+l)); //safe
s
s

Memory:
arr |-> (offset: [0, O] size: [9, 9])
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void interprocedural() {

char xarr = malloc_wrapper(9); Summary ofset. |
. - emory:
int 1 ’ arr |-> (offset: [s$4, s$5], size: [s$6, s$71)
T — . - . Y L — index |-> [s$8, s$9]
for ( l = 0 ’ l <9 ’ 1+=1 ) { Safety Condition:
Set_l(a‘rr’ 1‘) » // safe [s$4 + s$8, s$5 + s$9] < [s$6, s$7]

set i(arr, 1 + 1); // alarm
set _i(arr, maximum(i+l)); //safe
s
s

Memory:
arr |-> (offset: [0, O] size: [9, 9])
i |-> [0, 8]

Safety Condition
[0+0,0+8]<[9 9]
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void interprocedural() {

char xarr = malloc_wrapper(9); Summary ofset. |
. - emory:
int 1 ’ arr |-> (offset: [s$4, s$5], size: [s$6, s$71)
T — . - . Y L — index |-> [s$8, s$9]
for ( l = 0 ’ l <9 ’ 1+=1 ) { Safety Condition:
Set_l(arr’ i) » // safe [s$4 + s$8, s$5 + s$9] < [s$6, s$7]

set_ilarr, 1 +1); // alarm
set _i(arr, maximum(i+l)); //safe

}
}

Memory:
arr |-> (offset: [0, O] size: [9, 9])
i |->[1 9]

Safety Condition
[0+1 0+9]<[9 9]
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void interprocedural() {
char xarr = malloc_wrapper(9);

int l ; Sumgwnigyc?f maximum:
1 = 0" ] " 4= X |-> [s$10, s$11]
fO r ( l 0 f l < 9 f 1+ 1 ) { ret [-> [min(8, s$10), 8]
set_i(arr, i); // safe

set i(arr, i + 1); // alarm
set_i(arr, maximum(i+l)); //safe
\ LAl LLA R,
}

Memory:
arr |-> (offset: [0, O] size: [9, 9])
i |->[1, 9]
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void interprocedural() {
char xarr = malloc_wrapper(9);

in-t l ; Sumzﬂigyc?f maximum:
for (1 =0; i < 9; i+=1) { X |-> [s$10, s$11]
. ] ret [-> [min(8, s$10), 8]
set_i(arr, i); // safe

set i(arr, i + 1); // alarm
set_ilarr, maximum(it+l)); //safe

y P e
}

Memory:
arr |-> (offset: [0, O] size: [9, 9])
i |->[1 9]

Safety Condition
[0+1 0+8]<][9 9]
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Software

KLoC

#injected bugs = #true alarms #false alarms Notes
spell 2 7 7 0 | caught all, no false alarms
unhtml-2.3.9 2 11 6 0 | missed 5/11, no false alarms
spell++-2.0.2 7 7 6 0 | missed 1/7, no false alarms
bc-1.06 16 25 24 0 | missed 1/25, no false alarms
gzip-1.8 61 5 5 6 | caught all, 6 false alarms
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L 0fQ

State = Node — Mem
Mem = Loc — Val
Val = 7, x 9AUocSitexLxZ
7 = {[l,ul |l,u € Bound} U {1}
Bound = SymLinear U SymMinMax U {—o0, 400}
SymLinear = {co + X¢;8; | ¢ € Z,s; € Symbols}
SymMinMax = {min(c,s) | c € Z,s € Symbols} U {max(c,s) | c € Z,s € Symbols}
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L 0fQ

Order

[y, u1] T oy upl  iff lo <l A up < ug

co+ Seis; < do+ 2d;s; iff co <do A (Vi > 1. ¢; = d;)
min(c,s) < min(d,s) iff c<d
max(c, s) < max(c,s) iff c¢<d
min(c,s) < do+dis iff (c<do A di=0)V (dg=0 A dy =1)
co +cis <max(d,s) iff (co<d A ci=0)V (cg=0 A ¢; =1)
min(e, s1) < max(d,ss) iff c¢<d V s = so
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Order

[y, u1] T oy upl  iff lo <l A up < ug

cO + EczsZ § do —|— Ed SZ zﬁ co < do (V”& > 1 Cz = d )

max(c s) < max(c, s)
' -|n(c®3’< do +dis iff
co +c1s < max(d,s) iff
min(e, s1) < max(d,ss) iff c¢<d V s = so

c<dy Adi=0) V (do=0 A dy =1)
co<d AN c1=0)V (cg=0A c1=1)
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- Join

[l1,u1] U s, ue] = [min(ly, 1), max(uy, us)]

i

x if £ <y
J if y <
min(x,y) = ¢ min(c,s) ifx=c A y=s:

min(c,s) ify=c AN x=s

\ — OO O.W.
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T+ Yy

[, u1l + Uo,ul = [y +7 lo,ug 4 usl

((co +do) +X(c; +d;)s; if v =co+ Beis; N y=dy+ Xd;s;
c+d if t =c A y=max(d,s)

c+d if £ = max(c,s) A y=d

| —00 0.W.
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[11,U1] + [12,U2] = [ll +z l2,u1 +u Uz]
-;(Co + do) —I— Z(cz d )sz 1f T = Co ZczsZ /\ Y = do + Zd sz
' | ) o —c A\ y= maxd s) N

if o

x4y =
LY - ifrz=max(c,s) AN y=d
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pmne:ZxZ%Z

(11, up] if u; = +o0
[[1, min(co, do) + Xc;s;] it ug =co + Ye;s; N uo = do + 2d;s;

[l1, min(c, s)] if (up=c AN us=s)V (ur =8 A us =c)
[l1, min(min(c,d), s)] min(d, s))
(c,s) N ug =d)
V (u1 = min(c,s) A us = min(d, s))

L [ll,ul] O0.W.

pTuneg([Zlaul]a [127u2]) — <

S
S
(Y
]
)
>
S
(\V)
]
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prune:ZxZ%Z

[ll,ug] | if Uy = —|—oo

[ll, mm(co, do) 4 Eczs@] Cifup = cp + Zczsz N u2 = dO + Sd, sZ
[-‘ll,‘ rhih(c, s)] | if (u1 #c A u2 — S') v A(ul': s A Uy = c)"
[ll, min(min(c,d), s)] if (up =c¢ A uz =min(d,s)) '.
' V (u1 = min(c,s) A ug =d)
V (u1 = min(e,s) A ug = min(d,s)) ;f.'

17 1 . o S =2 BN - P v‘ 2 B

prunec (U, u1l, [2,usl) = 4
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84 Moj2

o — Als1,s2]. (i, k)
k— True | K N (1 < 1)

- Off) gt~ 1 2] Ae

Of = Als1,s2] .<if,/£f>

where
if = ?
1€ RetVal
K= A\ (lide < size) A A (04 [1,ul]).2
(Yidaslsize) € BufAccess g(Ll,ul)eCaliSite
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o — A[s1,892]. (i,k) |<BIELL 24>

k— True | Kk A (1 < 1)

- Off) gt~ 1 2] Ae

Of = Als1,s2] .<if,/<;f>

where
iy = i | 2E g|Ed 24
1€ RetVal
Kf = /\ (iida: < isz’ze) VAN /\ (O'g [l,’LL]])Q
(Yidaslsize) € BufAccess g(Ll,ul)eCaliSite
fo| 4] = callee o =714l
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